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In the wake of the events of 11 September 2001, a war against terrorism is being pursued on various fronts.  That includes a direct assault on money laundering.  In his speech of 24 September, President Bush indicated his determination to prosecute money launderers, particularly those linked to terrorist funds, as well as those who do not report their suspicions of laundering to the police.  An unequivocal message has been sent to banks and other financial institutions that they must be on the alert at all times to see if laundering activities are occurring under their noses.  Such initiatives are as timely as they are essential.


Organised crime groups pose challenges as never before to societies everywhere.  Whether involved in drug trafficking, money laundering, people smuggling or outright terrorism, they operate in a sophisticated way without regard to national frontiers.  Profits of crime are vast.  The International Monetary Fund has stated that the aggregate size of money laundering in the world could be somewhere between two and five per cent of the world’s gross domestic product.  It has been estimated by the Financial Action Task Force, which is currently under the presidency of Hong Kong, that money laundering activity could now involve as much as US $1.5 trillion a year.  It seems likely as well that almost half of that figure is attributable to the proceeds of drug trafficking.  Given that profits of this scale can be made, the temptations for people at all levels to get involved are manifest.  The manner in which we respond to this problem is not only a test of our concern for a safer world, but a measure of our determination to create a decent future for coming generations.


As patterns of crime develop and become more sophisticated and profitable, prosecutors must be adequately resourced, fully trained and efficiently deployed.  Cooperation amongst prosecutors must exist if there is to be any real hope of combating transnational and cross-border crime.  And as prosecutors our duty is to help to make the case for change, and to explain how the criminal law needs to be developed to meet the threats to our ways of life.  And when we do act let us keep in mind that money launderers constantly adjust their operations to avoid detection and prosecution by taking advantage of the latest technology.


Since 11 September, people everywhere have come to realise, more so than ever before, that money laundering is an insidious crime which is all pervasive.  It threatens the stability of our societies.  It undermines our financial institutions.  It challenges our national security.  On one level, illicit assets represent the end result of organised crime. On another, they are the means by which new stages of organised crime can be funded and developed.  Let us never forget as well that the corruption of public officials is a significant factor which can impede the effective control of money laundering.  Corruption, of course, has to be well funded to succeed in its object of corrupting public officials and others, and that is being achieved all too often by the use of illicit assets.


As prosecutors, it is our duty to assist law enforcers to bring to justice those involved in serious crime.  We must prosecute the organised criminals, seize their assets and disrupt their operations.  Of course, the investigation and prosecution of money laundering will often be a protracted and complex process.  As against that, the confiscation of the proceeds of crime is an integral part of the function of today’s prosecutors and investigators, and in the fight against money laundering we must be determined and resolute and prepared to play a long game.  Our societies expect no less of us.  As United States Attorney General John Ashcroft recently observed :

When we fight money laundering we fight organised crime.  When we fight money laundering we keep drugs out of our playgrounds and away from our kids.  We keep weapons out of the hands of terrorists.  We protect small businesses.  And we safeguard the human dignity of women and children trafficked into forced labour and prostitution.  When we stop criminals from enjoying the fruits of their illicit activity, we serve the cause of freedom and justice.  For law enforcement, there is no higher calling.  And for the citizens we serve, there is no greater cause.

So how do we strengthen our laws?  In what direction should we be going?  Let me say at once that our responses may have to be draconian.  Organised crime will not be defeated by kid gloves.  Legitimate concerns for the rights of privacy and confidentiality must not be translated into a pretext for doing nothing beyond the wringing of hands.  Innovative planning is essential, as I believe the public now recognise, and those concerned with law enforcement must take advantage of the momentum which now exists to press for decisive progress from lawmakers.  We must be bold in thought and resolute in action if we are to succeed in our search for solutions to the problem of money laundering.


Attention must be given to promoting international cooperation against money laundering.  Efforts by states acting alone to attack the economic power of criminal groups will not succeed if other states do not take complementary action.  Without interlocking national controls, we can all too often see that non participating countries offer criminals safe havens for laundering their funds.  Even in places with anti-money laundering legislation in place, orders for recovery of assets are made only in a fraction of cases where there are convictions.  And the amounts recovered fall far short of those ordered by the courts.  A global response requires not only that countries prepare effective legislation but that they also put in place administrative regulations and guidelines for the national authorities that oversee financial markets.  States need also to adopt effective penalties to deal with breaches of laws and regulations.  Action is required in terms of legislation, implementation and prevention.


Although money laundering is a transnational crime which can only be combated through close cooperation among national authorities, it has to be said that traditional modes of legal assistance are not always effective.  The time it takes to make formal requests that comply with the requested states’ procedures can often provide organised criminals with all the time they need to transfer their assets elsewhere.  In the effective combat of money laundering, speed can be of the essence.  States need to be in a position to bring prosecutions urgently against offenders, as well as to seize the proceeds of crime before they leave the jurisdiction.  There need to be systems in place whereby money can be frozen immediately, pending the making of a request, or, in a domestic case, by the time a restraint order can be applied for.  There is little point in closing the door after the horse has bolted.  One notes with interest that Great Britain has just proposed giving civilian investigators the power to examine bank accounts and to freeze the assets of suspects as soon as they begin examining their affairs, rather than at the stage when charges are imminent.


As money laundering poses a direct threat to national and international financial systems, the issue of bank secrecy requires to be examined in light of the need to balance the interests of the individual, the financial services provider and the state.  Bank secrecy laws have been deployed down the years by those who wish to conceal their ill-gotten gains.  The information kept by financial institutions in relation to the holding and transfers of money is critical to money laundering investigations.  After United Nations Security Council Resolution 1373(2001), Hong Kong is acting decisively to strengthen its already vigorous asset seizure laws in order to strike directly at the financing of terrorism, and it has been made clear to banks in Hong Kong that it is incumbent upon responsible financial institutions to review their customers’ accounts to see whether any of them might be connected to terrorism, and suspicions must be reported.  The time has surely passed when financial institutions can rely upon confidentiality as an excuse for not helping law enforcers.  In that regard it is noteworthy that the 1988 United Nations Convention Against Illicit Traffic in Narcotic Drugs, which required states parties to make money laundering a criminal offence, and provided for cooperation between national authorities to combat money laundering, expressly excluded bank secrecy as a ground for declining requests for assistance.  It is significant  that after 11 September, Great Britain has proposed that the requirement that financial institutions must report transactions to police if they have reasonable grounds to suspect that income has been derived from crime should be refined; in consequence, the failure to report suspicion of laundering will be based on a negligence-based test rather than on the present test of actual suspicion.


Let me say a little more about bank secrecy.  Some jurisdictions in recent times have cut back on bank secrecy by prohibiting certain operations that are designed to stop the flow of money being traced, such as anonymous bank accounts or procedures to eliminate the paper trail.  In addition, various international instruments and guidelines espouse the ‘know your client’ rule, designed to ensure that financial institutions ascertain the identity of customers.  Just last month the Senate of the United States passed a law which requires banks to exercise enhanced ‘due diligence’ to find out who their private banking depositors are.  I must say as well that offshore operations require greater vigilance by banks and stronger regulation by government.  The same US law bars American banks from doing business with ‘shell banks’ overseas that have no physical facilities and are not part of a regulatory banking system.  The efficacy of such legislation lies in the fact that it will strike directly at money launderers, since they operate so often through a series of complex transactions which involve shell corporations and offshore banks in places with lax financial laws.  In other words, the money launderers will be hit in an area of operation where they are most vulnerable and where it will hurt them most.


Another favoured mode of money laundering involves bulk cash smuggling.  In the United States it has been estimated that hundreds of millions of dollars are transported each year out of the country in shipments of bulk cash.  At present, the only law in place is one that requires exports of cash of US $10,000 or over to be reported to the Customs Service, and although offenders are liable to short prison terms the undeclared cash, so the Supreme Court has ruled, is not liable to confiscation.  The Department of Justice is accordingly considering recommending to Congress that it makes cash smuggling a crime, in the same way, for example, that diamond smuggling is a crime, and that it makes provision for the confiscation of smuggled property.  Can any consideration of the effective combat of money laundering be complete without an examination at least of the efficacy of some sort of control of bulk cash smuggling?


In their determination to strengthen law enforcement, some jurisdictions have simplified evidentiary requirements to facilitate the confiscation of goods suspected of being the proceeds of crime by, for example, reversing the onus of proof or introducing presumptions.  Always remember that it is easier for a criminal organisation to replace apprehended offenders than it is to replace millions of dollars of seized assets.  This is one of the reasons why improved confiscation mechanisms can revitalise enforcement options.  Thus, Great Britain’s new Proceeds of Crime Bill contains powers to seize the assets of suspected, but unconvicted criminals; a case has only to be made out on ‘the balance of probability’ that the money resulted from criminal activity rather than proof ‘beyond reasonable doubt’, which is the standard required for a criminal conviction.


Since money laundering techniques have become so sophisticated, streamlined evidentiary rules need at least to be examined.  It is all too often the case in ‘conviction based’ jurisdictions that investigators find accounts containing money which represents the proceeds of crime committed elsewhere, but the perpetrators of the crime and the account owners never visit the jurisdiction.  The accounts are opened by corporate or secretarial companies operating locally, while the named account holder is a company incorporated offshore.  Unless sufficient evidence is found to charge and prosecute those involved, they are left to enjoy the proceeds of crime.  This cannot surely be regarded as a satisfactory or a tolerable state of affairs.


There is a new and positive trend developing towards different standards of evidence for the conviction of persons, on the one hand, and for the confiscation of property associated with criminal activity, on the other.  Jurisdictions which stipulate conviction as the precondition of confiscation are increasingly realising that their laws are not resulting in the confiscation of funds of illicit origin to any great extent.  If in order to combat money laundering effectively we need to move in the direction of civil or ‘in rem’ forfeiture, as an alternative to criminal confiscation, as has been done with some success in the United States and the Republic of Ireland, let us not be afraid to take the initiative.  It is only if the profit is taken out of organised crime that people will be deterred from involving themselves in it.


Let us not be afraid to do what is necessary to combat money laundering.  If we act resolutely at this stage, future generations will thank us.  If we shy away from action, the future may indeed be bleak.  To leave illegal assets in the hands of criminals is profoundly damaging to society.  Let us act now before it is too late.

* * * * * * *

