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Sub-division V (Technology Crime)




BEEIOIFERXBREANAE  ABEALE
A2~ SER B« EHIRIT - BB
REMRERER - DIMSOETRIE ML SE
EEMEEPEN  NEHDEREANER
BERET UHERXRE2EHEE © It
BRI E BN SR ME R MEERE

REABHIFITHROAE - 2B AH
BmREEEAEHABNEERNEFA
BEEERBNEMAER  HEEBER
RN SN ESITBREFET A&
REEUEMEEREE - DB
RREIBLVRIBNESHEBILREE
M EIFRZR - RDB EEANERE LS
MZEBEREULEEENBE - WRER
o~ IR ERE S - LURFTABI SRS
RERER - ZOBM TERAT

1. BEHERBREHEERES 2024 F
AR AERHY LRGUBNRENRAE
HEMEFITABERRZTEREANR
HiRHEERIES] - ELRAHIAER
BEERRERIAEMOBEN R R EZ
B S NEERE - BEBE LR
EREER SV ENERESREFT
F/BEMER - AR ERZEFRM
ABEKEI IR UARIES] - WRIREAD
HERRIE o

RIEERERGFNUENER 280
WER—REESHERE2HENEN
RERREM HPERBEERRITS
& LY BAERRAATERT AR
RHERIESINWEY - BEBFHNER
MAEERZDBEFRESETRE
RREEFERMEZH -

2. BERESETEE RO E R
REEHRE - EREFETHREEZR
e —LEERRABE

() EEBFATHE F ZEELS
— A [2024] HKDC 1359 Z£H1 » i§4&
WERLE—RARENZEBKKR
R IEZIATRIT - B “HKEFT SR

& /& Ml = £ £ Prosecutions Hong Kong 2024

In recent years, with the advancement of technology at an
accelerated pace, there has been a sharp increase in complex
criminal activities involving the use of artificial intelligence (Al),
non-fungible tokens (NFT), virtual banks, cryptocurrencies and
other rapidly evolving technologies, resulting in substantial harm
caused to businesses and individuals as well as threats posed
to national security. Apart from that, the legal issues relating
to the use of digital evidence are also getting more and more
complicated.

In response to the challenges posed by high-tech crimes, Sub-
division V, comprising counsel with specialised knowledge and
built-up experience in prosecuting sophisticated and syndicated
technology crime cases, has taken on key responsibilities to
adopt a proactive and strategic approach to tackle technology
crimes. These include criminal cases that target computers
or networks, utilise computers or networks as primary tools
for committing crimes, and involve organized crime groups.
Efforts have also been stepped up in fostering close liaison and
cooperation with law enforcement agencies, cyber experts and
forensic experts, locally, regionally and internationally, to enhance
crime prevention and enforcement efficiency. Some of the work
undertaken by the Sub-division is highlighted below:

1. Providing legal advice to law enforcement agencies: In
2024, Sub-division V regularly rendered legal advice on cases
which were concerned with more sensitive and difficult
investigations or matters relating to technology crimes and
digital evidence. These cases, which were submitted directly
by law enforcement agencies or referred from other Sub-
divisions, involved serious offences and/or complicated
matters such as cyber-attacks, organized Internet fraud,
virtual asset trading platforms and money laundering. The
Sub-division has provided legal advice on these cases to law
enforcement authorities and assigned counsel to appear in
Court to prosecute them.

In order to enhance the efficiency and quality of case
handling, one of the salient features of Sub-division V is its
early participation in emerging technology crime cases by
holding regular meetings with law enforcement agencies
to understand the investigation progress and provide legal
advice or assistance in a timely manner. lIts significance is
particularly evident in its collaboration with the Police in the
past year in handling complex cases involving large-scale
operations.

2. Prosecution of technology crime offenders: Counsel
of Sub-division V prosecuted numerous cases to bring
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technology crime offenders to justice. Some notable cases
include:

(i)

(iif)

In HKSAR v Luo Zhiheng and another [2024] HKDC 1359,
two defendants were charged with various offences
including “fraud” and “"doing an act or a series of acts
tending and intended to pervert the course of public
justice”in relation to operating a bogus cryptocurrency
exchange shop. The fraudulent scheme targeted
victims who were involved in the investment and
trading of Tether ("USDT"), a form of cryptocurrency.
Victims were enticed to attend the shop and sell their
USDT in exchange for cash at purportedly favourable
exchange rates. The defendants were stationed at the
shop in disguise as staff members. They brandished
imitation banknotes to the victims and promised to
pay the victims cash after USDT was transferred to
designated cryptocurrency wallets. As a result, two
victims parted with a total of 89,252.7 USDT (equivalent
to around HKS$700,000 at the time). Afterwards, the
defendants refused to pay cash, with the 2" defendant
destroying the imitation banknotes at the scene. The
two defendants pleaded guilty to all charges and were
sentenced to imprisonment of 22 months and 18
months respectively.

In HKSAR v Zhu Pengpeng and 2 others [2025] HKDC
243, three defendants were charged with “conspiracy
to obtain property by deception”in relation to using
fraudulently obtained credit card credentials to make
purchases via mobile payment devices. Credit card
information was fraudulently obtained by a syndicate,
and such credit cards were then linked to multiple
mobile phones, which the defendants, being part of
the syndicate, brought to Hong Kong for the purpose
of making purchases at different shops. The defendants
were arrested after their suspicious conduct at an
electronics shop attracted the attention of staff. Upon
arrest, the defendants were found to be in possession
of eight mobile phones linked to 56 credit cards issued
by banks in various jurisdictions. The three defendants
pleaded guilty to the charges and were sentenced to
28 to 35 months' imprisonment..

In HKSAR v Keung Kin-chow and 2 others [2025] HKDC
301, three defendants were jointly charged with
“‘conspiracy to defraud”. The defendants each played
a different role in a fraudulent scheme involving the
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use of modem pools to send out mass phishing SMS
messages, luring victims to provide their credit card
credentials to false websites of delivery companies.
The credit cards were then linked to virtual wallets and
used to make various purchases. 37 victims suffered a
total loss of nearly HK$640,000 in the scam. All three
defendants pleaded guilty to the charge. The Court
adopted starting points of 66 months, 36 months' and
48 months'imprisonment according to their respective
roles. The Court further enhanced the sentence by
25% in the light of the prevalence of phishing scam
and credit card misuse cases. The final sentences for
the three defendants were respectively 55 months, 30
months and 40 months'imprisonment.

The case of HKSAR v Fung Ka-chun and another FLCC
440/2024 involves an online platform, hklovely.com,
which was disguised as a compensated dating forum
but operated for the purpose of prostitution. Male
users paid to access profiles of female members,
which included sexually explicit posts and details
of sexual services priced according to perceived
quality. Additionally, male users could participate in a
“sponsorship programme” to engage female members
for prostitution under the pretence of dating. The 1*
defendant pleaded guilty to the charge of “managing
a place kept as a vice establishment” for managing
the website and received a sentence of 5.5 months
imprisonment. The 2™ defendant, whose bank account
was used to collect membership fees from male
users, pleaded guilty to the charge of “dealing with
property known or believed to represent proceeds of

’

indictable offence” and was sentenced to 4 months'
imprisonment.

Active involvement in new legislation on cybersecurity
and technology crimes: The Sub-division has been
actively involved in the drafting process of the Protection of
Critical Infrastructure (Computer Systems) Bill, which aims at
enhancing cybersecurity for critical infrastructures (including
energy, communications, transportation and financial
institutions) in response to rising global cyberattack risks.
Drafting of the bill commenced in early 2024, with the Sub-
division providing, upon thorough consideration of the draft
as well as research and consideration of similar legislations in
other jurisdictions, written and oral inputs and feedbacks on
many occasions at different stages including during multiple
drafting meetings. The Sub-division is fully committed
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to supporting the legislative process to ensure its timely
completion.

Sharing prosecutorial experience in the Hong Kong Law
Reform Commission Cybercrime Sub-committee: The
Law Reform Commission established a sub-committee in
2019 to study cybercrime issues with an objective to identify
the challenges posed by rapid technological advancements,
review existing laws and related measures, explore
developments in other jurisdictions and recommend
potential legal reforms. The Sub-committee published
a consultation paper in July 2022, making preliminary
law reform proposals on cyber-dependent crimes and
related jurisdictional issues. Since its establishment, the
representative of the Sub-division has participated in
all monthly meetings of the Sub-committee to share
prosecutorial experience related to cybercrimes and provide
practical suggestions to its proposal on creating new
cybercrime offences and its study on cybercrimes.

Exchange of knowledge and experience in combatting
technology crimes: The Sub-division has been actively
engaged in information and experience sharing on issues
relating to combatting technology crimes and using digital
evidence with various law enforcement agencies. For
instance, the Sub-division provided lectures on computer-
related crimes to officers from the Independent Commission
Against Corruption (ICAC) with a view to enhancing
their knowledge about the latest case law authorities,
the requirements of digital evidence collection and the
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practical approach to trial preparation. In addition, the Sub-
division also had in-depth discussions and exchanges on
the difficulties and challenges faced by law enforcement
agencies regarding technology crimes with the Cyber
Security and Technology Crime Bureau (CSTCB) of the Hong
Kong Police Force, during which a lecture was given by
counsel of the Sub-division on the use of digital evidence in
criminal proceedings.

6. Continuing training development: |n order to stay abreast
of technological developments and technology crime
trends, members of the Sub-division actively participated in
various seminars and trainings. For example, members of
the Sub-division participated in the Techlaw.Fest forum in
Singapore, which focused on various current issues related to
technology crimes, such as generative artificial intelligence
and deepfake technology. With a view to promoting
communication on cybercrimes with procuratorial and
judicial personnel in Mainland China, members of the Sub-
division visited the People's Procuratorate of Guangdong
Province, Guangzhou Internet Court, and the High People’s
Court of Guangdong Province. In addition to discussions
and exchanges, they also observed online hearings at the
Internet Court to gain valuable insights.

To enhance the advocacy skills and trial experience of counsel in
Sub-division V, the Sub-division has also prosecuted and handled
a number of cases of different types and various high-profile trials
involving important legal issues and significant public interest.
Some notable examples are outlined below.

In the judgment [2024] HKCA 823, the Court of Appeal dealt
with the cases of Secretary for Justice v Wong Chi-wing (a case-
stated appeal case lodged by the Secretary for Justice against the
1*" defendant) and HKSAR v Tang Wai-sum and 3 others (appeal
against conviction and/or sentence lodged by the 5" to 8"
defendants). They concerned the defendants who were tried
in the same trial in relation to riotous incidents taking place on
21 July 2019 in Yuen Long MTR Station (involving the 1 7" and
8" defendants for “riot” and “wounding with intent”), outside
Ying Lung Wai (involving the 5" and 6" defendants for “riot”
and “conspiracy to wound with intent”) and inside Yoho Mall
(involving the 5" defendant only for “riot” and “wounding with
intent”). After trial, the 1% defendant was acquitted, while the 5"
to 8" defendants were convicted as charged.

The Secretary for Justice's case-stated appeal was allowed, on
the ground that the trial judge failed to take into account the
cumulative effect of other circumstantial evidence in support of
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the identification of the 1*" defendant, and hence his finding on
the issue was perverse. The case was remitted to the same trial
judge for re-consideration.

Regarding the appeal against conviction and/or sentence, the 8"
defendant’s appeal against conviction was allowed. The Court
followed the obiter dictum of a Scottish case Beattie v Scott (1990)
JC 320 and held that a defendant should not be requested to
assist the Prosecution in any way in proving the case against
him. Therefore, the trial judge crossed the line when asking
the 8" defendant to make some moves and acceding to the
Prosecution’s request for asking the 8" defendant to show his
teeth during the Prosecution’s case. Given that the Court was
of the view that the identification issue was subjective in nature
and there did not exist a conclusion which would be inevitably
reached by any jury, the Court declined to apply the proviso. As
for the remaining defendants (the 5", 6" and 7" defendants), their
appeals against conviction and/or sentence were all dismissed.

The case of HKSAR v Ng Wai-tak and 2 others [2025] HKDC 84
concerns the violent incidents that occurred at Yuen Long
MTR Station on the evening of 21 July 2019, involving two rival
groups. A predominately white-clad group, armed with rattan
sticks and other weapons, attacked individuals at the station. The
defendants participated in the riot as part of the white-shirted
group, engaging in assaults with rattan sticks and fists. Four of the
defendants pleaded guilty to the charge of “riot, while three of
them also admitted to the charge of “conspiracy to wound”. Their
sentences ranged from 55 to 63 months of imprisonment.

In HKSAR v Tang Ka-man [2024] HKDC 1890, a riot took place
at Long Wo Road and Yuen Long MTR Station on 22 July 2019,
during which two groups of people who were in black and white
tops attacked each other. Some of the white tops used wooden
poles and rattan sticks for the attack. Most of the black tops held
umbrellas and wore caps and masks. The defendant was among
the white tops and had thrown a site light and a wooden stick at
the black tops during the clash. He was charged with one count
of “riot"and one count of “‘conspiracy to wound with intent”. After
trial, he was convicted of both charges and was sentenced to a
total of 49 months'imprisonment.

In HKSAR v Lam Cheuk-ting and 6 others [2024] HKDC 2090, the
seven defendants were convicted of one count of “riot”for having
riotously assembled together with other persons inside the paid
area at the concourse of Yuen Long MTR Station on 21 July 2019.
Based on the evidence, the Court held that apart from the riot
staged by the white-clad people, another one evolved inside the
paid area of the station. On the day, some white-clad people
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entered the station concourse but stayed outside the paid area
in the beginning. At the same time, a group of people (including
the seven defendants) started to gather in the paid area. People
inside the paid area reached more than 100 at one stage. The
emotion of both sides flared up at times. Some white-clad
people outside the paid area attempted to use sticks, umbrellas
and banners to attack those people inside the paid area, but they
did not go across the boundary set by the turnstiles and the glass
barriers along the corridor. People inside the paid area chose
not to leave, but made provocative gestures against the white-
clad people by shouting abusive words, hurling water bottles and
using umbrellas to hit them. People inside the paid area then
turned fire hoses and fire extinguishers on the white-clad people,
which triggered a large number of white-clad people to rush
into the paid area and even the rail platform on the upper level
to assault people. The Court rejected the defence submission on
the use of reasonable force for self-defence in the context of a
riot. The seven defendants were sentenced to a range of 25 to 37
months'imprisonment. The case is currently undergoing appeal
proceedings.

The case of HKSAR v Ho Tsun-kei Jacky [2024] HKDC 563 involves
a violent confrontation between two rival groups on Long Wo
Road, Yuen Long in the early hours of 22 July 2019. The clash
followed earlier riotous activities at Yuen Long MTR Station on
the evening of 21 July 2019. The defendant was part of the group
predominately dressed in black, and was involved in throwing
objects at the rival group, which was dressed in white. After
standing trial, the defendant was convicted of the offence of riot”
and sentenced to 2 years and 9 months’imprisonment.

In HKSAR v Wong Ka-ho and 12 others [2024] HKDC 206 and HKSAR
v Chow Ka-shing [2024] HKDC 444, a total of 14 defendants were
charged with various offences, including “riot” and “contravening
administrative instruction” related to the storming of the
Legislative Council Complex on about 1 July 2019. On that day,
protesters surrounded the Legislative Council Complex and
violently smashed the building’s glass panels using steel poles, a
metal trolley, and hammers. Hundreds of protesters subsequently
forced their way into the building, vandalizing the main Chamber
and other areas, causing extensive damage to the complex. After
trial, 12 out of 14 defendants were convicted of “riot” and/or
related offences, and received sentences ranging from 54 months
and 20 days to 82 months of imprisonment. The remaining two
defendants were found guilty of “contravening administrative
instruction”and were fined.
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