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Technology Crime
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In recent years, the Hong Kong Special Administrative Region has seen a sharp increase in sophisticated cybercrime that exploits
evolving technologies, resulting in substantial harm and financial loss to citizens and posing serious threats to public safety and
security. Legal issues relating to the use of digital evidence are also getting more complicated. To address these challenges, Sub-
division V continued its commitment to combatting complex high-tech crimes, particularly cases involving cryptocurrencies,
cryptocurrency trading platforms, the dark web, the Metaverse and the like. Contributions were made in the drafting of relevant
legislation and in making law reform recommendations. Efforts have also been stepped up to strengthen cooperation with law
enforcement agencies, cyber experts and forensic experts, locally and internationally, to enhance crime prevention and detection.
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Enactment of the Protection of Critical Infrastructures (Computer Systems) Ordinance (Cap. 653)
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Enacted in March 2025 and brought into operation on 1 January 2026, the
Protection of Critical Infrastructures (Computer Systems) Ordinance (Cap.
653) marks the HKSAR's first comprehensive cybersecurity law to safequard
essential digital systems against cyberattacks. Sub-division V supported
the legislative process of the Ordinance and provided substantive legal
advice on the criminal offences and related matters under the Ordinance. It
establishes a regulatory framework to enhance the security and resilience
of the HKSAR's critical infrastructure computer systems, and imposes
statutory obligations on designated operators in sectors like energy,
IT, banking, transport, healthcare, and telecoms to adopt appropriate
measures to protect their computer systems. Key obligations include
organizational requirements, preventive measures such as security
management plans and risk assessments, and incident reporting and
response obligations. It aligns the HKSAR with global trends, shifting from
voluntary standards to enforceable rules, with the new Commissioner’s
Office overseeing designations and enforcement.
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Cybercrime Sub-committee of the Law Reform Commission of Hong Kong
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Some notable cases handled by the Sub-division in 2025 are highlighted below.

Following continued effort in 2025, on 9 January 2026, the Law Reform
Commission of Hong Kong (“LRC") released a report recommending new
bespoke legislation on cybercrime to address five cyber-dependent crimes,
namely illegal access, interception, interference with data or systems,
and making available or possessing tools for such crimes. The report,
the first in the LRC’s cybercrime study following a 2022 consultation
paper, notes that current offences in the Crimes Ordinance (Cap. 200)
and the Telecommunications Ordinance (Cap. 106) are outdated. The
Cybercrime Sub-committee reviewed laws in Australia, Canada, the UK,
the Chinese Mainland, New Zealand, Singapore, and the US in making the
recommendations. A representative of Sub-division V actively participated
in the Sub-committee as a member.
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HKSAR v So Wai-yin[2025] ESCC 452 was the first local case involving a pseudo
base station (“PBS”). In February 2025, suspected fraudulent SMS messages
with “#” sender IDs linked to phishing sites were sent via a PBS mounted in a
GoGoVan. The defendant operator was arrested on 17 February 2025 with a
mobile phone controlling the PBS, which broadcast fake “#ALIPAY” messages to
nearby mobile phones. The defendant pleaded guilty to “conspiracy to defraud”
and “unlicensed possession or use of radiocommunication apparatus”. On 9
December 2025, he was sentenced to a total of 15 months’ imprisonment. In
sentencing, the magistrate remarked that this was the first local case involving
a PBS, and that technology-based frauds are easy to perpetrate, involve no
face-to-face contact, and make detection or recovery of losses difficult. Their
seriousness is no less than that of street scams or telephone frauds. A severe
and deterrent sentence was warranted.
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In HKSAR v Mio Chiu-hing and 2 others [2025] HKDC 680, the three defendants
used SIM cards and a modem pool to send phishing SMS messages mimicking
a legitimate courier company. Victims were tricked into providing credit
card details to pay a fake handling fee. The stolen credentials were then
exploited to make unauthorised purchases. The defendants, aged only
between 17 and 18 at the time of the offence, were jointly charged with and
convicted of one count of “conspiracy to defraud” upon their guilty pleas.
The Court remarked that the respective proper starting point for D1 and D2
would have been three years’ and three and a half years’ imprisonment but
for their young age and individual mitigating circumstances. D3, who played
a more serious role in the conspiracy, was sentenced to two years and four
months'imprisonment.
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HKSAR v Yeung Sheung-wa [2025] HKCA 735 was an application for leave to
appeal against a conviction of “incitement to wound with intent”. The applicant,
who was convicted after trial and sentenced to 13 months’ imprisonment,
made a single comment on a publicly accessible online forum inciting readers
to attack and kill police officers. The applicant argued that the trial judge
erred in admitting into evidence his other posts, photographs of his mobile
phone showing the online forum, and parts of the applicant’s video-recorded
interviews in which he demonstrated his knowledge and familiarity with the
said forum. Finding that these materials were relevant to the issues in dispute,
the Court of Appeal held that they were properly admitted into evidence, and
that the comment amounted to unlawful incitement. Leave to appeal against
conviction was refused.
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